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Cyber risk to intensify in 2025 as attackers switch tactics:

Moody’s

Cyber risk is set to intensify next year as attackers switch tactics in response to better corporate cyber defences,
and as advances in artificial intelligence (Al) increase the volume and effectiveness of their strikes, says Moody’s

Ratings.

According to Moody’s 2025 cybersecurity outlook,
ransomware attackers are expected to shift to targeting
larger organisations, which will ultimately lead to a
greater overall credit impact.

“Ransomware attacks are increasing, both in number
and size of ransom demand, but the share of victims
paying the ransom is falling. This is likely due to greater
adoption of cybersecurity measures and business
continuity plans. In response, ransomware groups are
prioritizing attacks against larger organizations that can

afford higher ransom payments. Because outstanding
debt is concentrated in issuers with higher revenues,
we expect this shift will increase the potential credit
impact for a higher share of rated companies,” Moody’s
said.

It’s worth highlighting that the number of ransomware
attacks globally grew by 70% between 2022 and 2023
t0 4,399 from 2,581, according to data from cyber threat
intelligence company Recorded Future. Blockchain
researchers at Chainalysis also reported that ransom
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payments rose to $1.1 billion dollars in 2023, setting a
new record, with 2024 on track to surpass it.

“The share of targeted organizations that paid a ransom
has fallen, however, likely because organizations
have implemented security measures and business
continuity plans that help them avoid paying ransoms,”
the agency added.

Accordingly, the cyber insurance market has seen
moderate pricing declines and some easing of terms
and conditions since 2023 on strong profitability for
the sector, Moody’s noted.

Moreover, as generative Al (GenAl) continues to
advance, many tools have spawned that make it easier
for attackers to commit fraud.

“Generative artificial intelligence techniques used to
create written text and images, as well as audio and
video content, are a boon to malicious actors who
use GenAl tools to defraud organizations and their
customers. These tools have proliferated in recent
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years, making GenAl capabilities accessible to large
portions of the population. As a consequence, phishing
attacks are soaring and companies are losing millions
of dollars to GenAl-enabled scams,” Moody’s added.

In addition, the agency also expects supply chain
attacks to increase in 2025. According to Moody’s
as organisations improve their network defenses,
cybercriminals will increasingly turn to supply chain
attacks, exploiting the trust between software supplier
and end user, as well as the access many suppliers have
to end users’ networks.

In order to mitigate this risk, organisations will need to
conduct risk assessments of their vendors and suppliers,
states Moody’s.

The agency also highlights the CrowdStrike outage as
being an example of how cyber risk can come from
non-malicious supply chain incidents.

To read full article, please click here.

Source: Reinsurance News

Climate, technology and geopolitics lead 2025 risks — Beazley

CEO

Three overarching key risk areas emerged from Beazley’s ‘Risk & Resilience Predictions for 2025°, the re/insurer’s

CEOQ, Adrian Cox revealed.

Three major risks dominate Beazley’s thinking about
the risks facing insurance buyers in 2025 — climate,
technology and geopolitics.

Organisations feel less resilient and more at risk, warned
Adrian Cox, CEO of Beazley, speaking at an event to
mark the London market insurer and reinsurer’s ‘Risk
& Resilience Predictions for 2025°.

Beazley included 3,500 company decision-makers in
its poll of the risk environment, informing predictions
for 2025.

The first of the three threats discussed was extreme
weather linked to climate change, as many firms
grapple with energy transition challenges and threats
to their operational resilience.

The second big source of risk comes from transformative
technologies, led by artificial intelligence (Al), with
firms concerned about the two-pronged challenges
stemming from implementing emerging technologies,
as well as incurring the “technical debt” of failing to
do so.

Geopolitical volatility is the third threat area of
major fear among corporate decision-makers, Cox
emphasised, with supply chain risks, trade wars, and
firms’ environment, social, governance (ESG) policies
all areas of concern.

To read full article, please click here.

Source: Global Reinsurance
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Property cat reinsurance can deliver strong returns as long as

retentions/terms stick: JMP

Even with a few consecutive years of ~10% pricing declines, the global property catastrophe reinsurance market
can still deliver strong returns to reinsurers as long as terms, attachments and conditions all remain stable, analysts
at JMP Securities have said, which would also presumably read across to third-party capital investors.

The JMP Securities analyst team said that property
reinsurance markets are said to remain orderly, although
pricing is said to clearly be under “modest pressure”.

This is their conclusion after visits with London market
insurers, reinsurers and brokers, which led them to
believe pricing is likely to decline by or close to 10%
at the renewals.

“Importantly, there appears to remain a firm distaste
amongst reinsurers for any giveback on retentions/
terms/conditions, which we view as more important
than price, and supportive of continued strong ROEs
despite modest pricing pressure,” the analysts said.

Capital is building, the analysts heard, while the market
is also seeing the desire for growth outstripping the
increases seen in demand.

Price declines are expected to vary, with greater
declines seen in upper-layers of reinsurance towers,
smaller declines in lower, riskier layers.

“Even if we were to see a few years of ~10% rate
declines, we believe the property cat reinsurance
markets will continue to provide strong returns, so long
as retentions/terms/conditions remain stable.”

To read full article, please click here.

Source: Artemis

Swiss Re leaders predict key reinsurance trends for 2025

Swiss Re’s business unit CEOs have outlined key themes they expect to shape the re/insurance industry in 2025,
with a focus on geopolitical instability, rising natural catastrophe losses, and evolving market dynamics.

According to Swiss Re Institute, 2024 marked the fifth
consecutive year with insured natural catastrophe losses
exceeding US$100 billion. This trend is expected to
continue, driven by increasing climate risks.

Liability claims in the US have risen by 57% over the
past decade, with “nuclear verdicts” — jury awards
exceeding US$10 million — becoming more frequent.
Additionally, global premium growth in 2025 and 2026
is forecasted to be led by life insurance, with a projected
annual growth rate of 3%, supported by persistently
high interest rates.

Urs Baertschi, CEO of property and casualty
reinsurance, said that the industry’s purpose remains
unchanged: to protect people when they need it most.

“Protectionist trade policies are likely to slow global
growth, leading to higher inflation and potential

supply chain disruptions. At the same time, we expect
increasing losses from natural catastrophes and elevated
litigation to continue. As uncertainty rises, so does the
need for protection,” Baertschi said.

Baertschi highlighted the role of reinsurers in going
beyond risk transfer, providing tools and insights to
enhance risk management and awareness.

Paul Murray, CEO of life and health reinsurance,
described 2025 as a year of steady growth for life
and health insurers, albeit at levels slightly below the
decade-high growth seen in 2024. With robust fixed-
income yields, insurers’ profitability prospects remain
stable.

“I also see further opportunities for life insurers to
optimize their balance sheets and support new business
growth using reinsurance, especially as many are now
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gauging the impact of shifting to IFRS,” Murray said.

Ivan Gonzalez, CEO of Corporate Solutions,
highlighted three themes for commercial insurance in
2025.

“Firstly, corporations around the world will continue to
adapt their risk management to heightened loss trends
driven by factors such as climate change and social

inflation. Secondly, as pricing is plateauing at attractive
levels, insurers need to find innovative ways to support
their clients,” he said.

Gonzalez also emphasized the importance of balancing
primary insurance, reinsurance, and alternative risk
transfer solutions to build resilience for both insurers
and corporate clients.

Source: Insurance Business mag.

IFRS 17 presents a number of challenges for re/insurers, poll

reveals

International Financial Reporting Standards (IFRS) 17 introduced a new way of financial reporting for insurers
and reinsurers, fundamentally changing how they recognise and measure insurance contracts.

While this new standard promises greater transparency
and comparability, it has also presented a significant
challenge for industry participants.

In a recent poll, Reinsurance News asked industry
professionals about what they considered to be the
biggest challenge the new reporting method brings for
re/insurers.

The results revealed a widespread concern across the
industry regarding the challenges posed by IFRS 17.

Of the hundreds of respondents to our poll, 16% see the
potential for misunderstanding of results as the main
challenge, while 15% believe it is timing of earnings
recognition.

Only 12% selected comparing under different regimes
as the main challenge. However, most (56%) of the
respondents believe that all of these issues are what
make IFRS 17 challenging, underscoring the need for
clear communication and comprehensive guidance as
the industry adapts to this new standard.

Launched in late 2023 amidst a historically challenging
reinsurance market, I[FRS 17 has overhauled previous
methods for measuring and reporting insurance results

Markets’ Reports

and introduced new terminology, forcing re/insurance
companies to adapt quickly.

Reinsurers traditionally relied on metrics like combined
ratios and return on equity to assess performance.
While still relevant under IFRS 17, these metrics are
no longer directly comparable to US GAAP figures,
making it harder to compare underwriting performance,
especially against direct insurers.

While some believe substantial work is needed to better
understand and explain IFRS 17, others believe it will
be a positive change and create a lot of opportunity for
reinsurers to help companies deal with the entwined
disruption.

The introduction of IFRS 17 has undeniably shaken
up the re/insurance landscape. While the industry
acknowledges the potential benefits of increased
transparency and comparability, the challenges
associated with this new reporting standard are
substantial.

Ultimately, the success of IFRS 17 will depend on the
industry’s ability to adapt and communicate effectively.

Source: Reinsurance News

Qatar Listed Insurance Industry Performance Analysis — Q3

2024

The after-tax profit for the 7 analyzed listed companies
grew by 14%, rising from QR 0.85 billion in Q3
2023 to QR 0.97 billion in Q3 2024. Notably, Takaful
companies combine net profits from policyholder and
shareholder accounts for comparison.

IFRS 17 has led to transformations, shifting

conventional companies from reporting Gross Written
Premium (GWP) to solely highlighting Insurance
Revenue. This encompasses Gross Earned Premium
along with Expected Credit Losses (ECL). Notably,
for conventional companies there was an 11% decrease
in Insurance Revenue, reaching QR 9.1 billion in Q3
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2024, compared to QR 10.2 billion in the same period
last year. For takaful companies, gross contribution is
still being used as their top line measure. The gross
contribution increased by 23% from QR 0.96 billion in
Q3 2023 to QR 1.18 billion in Q3 2024.

Insurance Service Results for conventional companies
saw a 34% increase reaching to QR 0.6 billion from
QR 0.5 billion in the previous year.

The investment income of the 7 analyzed companies
increased by 6%, reaching 1.1 billion in Q3 2024
compared to Q3 2023.

Qatar’s insurance sector showcased solid growth and
resilience, fueled by economic progress, regulatory
updates, and strategic moves by major players.
The Qatar Central Bank (QCB) remains pivotal in
regulating the sector, ensuring stability and enhancing
consumer protection. Despite its steady expansion, the
industry faces challenges such as intense competition,

Arab Insurance .
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regulatory demands, and limited public awareness
of insurance. Nevertheless, there are significant
opportunities in areas like digital innovation, product
diversification, and regional growth. Overall, Qatar’s
insurance market in 2024 reflects consistent progress,
driven by strategic efforts and a favorable regulatory
framework, paving the way for future success.

To download the complete report please click here.
Source: BADRI

Algerian insurance market at end-September 2024

The Algerian insurance market’s turnover for all
activities combined reached 131.7 billion DZD (987.4
million USD) as at 30 September 2024, up 4.9% on the
same period in 2023.

Non-life premiums increased by 2.2% to 108.4 billion
DZD (812.7 million USD), or 84.5% of the total
portfolio during the first three quarters of the current
year.

Arab Insurance
Egypt

Life and health insurance grew by 4.4% to 14.3 billion
DZD (107.2 million USD), accounting for a 10.9%
market share.

The booming takaful business recorded contributions
worth 390.1 million DZD (2.9 million USD),
representing a sharp 319.8% year-on-year increase.

International reinsurance acceptances climbed by
51.4% to 8.7 billion DZD (65.2 million USD).

Source: Atlas Magazine
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Ouafae Mriouah, DG dela SCR: Impactdela ZLECAfsurlaréassurance
lors du Sommet dela Finance en Afrique (AFiS)

Morocco: Madame Ouafae Mriouah, Directrice
Générale de la Société Centrale de Réassurance (SCR)
du groupe CDG, était invitée paneliste lors de 1’ AFiS,
le sommet africain de la finance, ce 09 décembre a
Casablanca.

Mme Mriouah nous a livré son expertise en soulignant
les défis et opportunités liés a I’intégration du secteur
des assurances dans le cadre de la Zone de libre-
échange continentale africaine (ZLECAY). Lors de son
intervention, elle a mis en lumiére la faible pénétration
des assurances en Afrique, qui est inférieure a 3.5%
au niveau continental, et méme 1.2% si 1’on exclut
I’Afrique du Sud. Par ailleurs, le niveau d’inclusion
financicre est tres variable selon les pays. Cela illustre le
gap de couverture important qui existe sur le continent,
et que les acteurs doivent s’atteler a combler sur les
années a venir.

Défis réglementaires a surmonter

Cependant, pour tirer pleinement parti des avantages
offerts parlaZLECAf, il estcrucial de surmonter les défis
structurels, notamment la fragmentation réglementaire
qui caractérise le continent. Madame Ouafae Mriouah
a souligné que les exigences de capital et de solvabilité,
les normes comptables appliquées, et la réglementation
de la tarification, variaient considérablement d’un pays

\F'I

NELN )
|
I\

a 'autre. Cela complique la distribution de produits
assurantiels et 1’investissement transfrontaliers, et
augmente le colt de la conformité.

Elle a ainsi plaidé pour une harmonisation des
cadres réglementaires. Cette harmonisation devra
étre progressive, et pourrait passer par 1’adoption de
standards minimaux, tout en permettant a chaque pays
de maintenir des caractéristiques spécifiques adaptées
a sa réalité locale. Cette harmonisation devra s’inscrire
dans la durée, et mobiliser 1’ensemble des parties
prenantes — régulateurs et acteurs — pour aboutir a des
compromis constructifs pour ’ensemble de 1’industrie.

Pour lire plus de détails, veuillez cliquer ici

Source: 212 Assurances
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Disclamer:

the statistics are the sole responsibility of the articles authors
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