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Cyber insurance gap amid rising Al threats — Aon

An EMEA survey underpins a new cyber report from the broker, showing insurance is in place to cover less than
a fifth of corporate information assets.

AOn haS puthhed a ncw report on the étate Of Cybel" Ransomware Frequency & Cyber Premium Rates: Yo-Y Change

risks for businesses in Europe, Middle East and Africa wowm Toor o yuar mascomuary
(EMEA), claiming that a protection gap has arisen just = peosemte o o4 :,f:f
as firms want to engage with artificial intelligence (Al). 0% w

The broker released its “2024 Intangible versus o T % m % g, I
Tangible Risks Comparison Report EMEA Edition”. o 3% 82"‘ es% |
The papersuggests firms should reassess cyberinsurance . . _%I_% 33& B I-
and intellectual property (IP) protection strategies in " % m 2ERR
the light of evolving threats from generative artificial o

intelligence (Gen Al), and increasing exposure to ™% 5 § 8 3 5 85 3 3§ 3 8§83 g o883
losses of IP and intangible assets. T 8 8§ 8§ FERFREREREER
Key findings included: S

* The likelihood of a loss is higher for intangible assets  a5gets compared to 60% for property, plant, and
than for tangible assets. equipment (PP&E).

* The average probable maximum loss for intangible .« Some 54% of businesses had a material or significantly
assets is almost 43% higher than of tangible assets. disruptive security threat or data breach one or more

« Insurance is in place to cover only 17% of information ~ times in the past 24 months.
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* And 69% of businesses use or plan to use Al products
or services.

The new report drew insights from 596 respondents
in EMEA, with the responses underscoring a key
discrepancy in insurance coverage.

While 60% of PP&E is insured, only 17% of information
assetshavesimilarprotection, Aonreported.

This gap has remained unchanged over the past two
years, despite the increasing value of intangible
assets and the growing frequency of substantial cyber
breaches, the paper suggested.

Aon’s survey also showed that the expected loss from
a cyber event targeting intangible assets is 43% higher
than for tangible assets.

Furthermore, the likelihood of a significant cyber event
involving intangible assets is three times greater than
for PP&E. Despite these findings, many businesses
still lack adequate coverage for trade secret theft and
intellectual property liability — potentially exposing
them to heightened financial risks.

Regional Insurance

With 69% of businesses in EMEA using or intending
to integrate Al products or services, the potential for
cyber incidents and regulatory compliance issues, is
considerable.

New regulations like the European Union’s Al Act could
add further complexity by inadvertently prompting
more litigation from copyright holders.

Additionally, the rising threat from Gen Al is expected
to increase the amount and heighten the impact of
cyber-attacks over the next two years, Aon said.

Gen Al may enhance the existing tactics, techniques,
and procedures (TTPs) of cyber criminals, as well as
make it easier for novice cyber criminals to carry out
effective attacks, contributing to an increased global
ransomware threat.

Moreover, Aon noted that only 36% of respondents
reported that their cyber insurance policies cover
ransomware costs, leaving many businesses vulnerable
to financial losses stemming from cyber incidents.

Source: Global Reinsurance

Islamic insurance sector in GCC region to expand by 15-20% in

2024: S&P

After witnessing strong topline growth across 2022 — 2023, Islamic and Takaful insurers based in the Gulf
Cooperation Council (GCC) region are continuing to benefit from favourable growth prospects, which is mainly
due to higher insurance demand in Saudi Arabia, says S&P Global Ratings.

In a new report, S&P explained that increasing
competition and declining investment returns resulting
from the anticipated decrease in interest rates, and
potentially more volatile capital markets, could weigh
on the industry’s earnings over the next 12-18 months.

S&P also noted, that although they expect the effects
of the Israel-Hamas war will remain contained to
the region, the risk of regional escalation however, is
increasing.

“Although this is not our base case, a regional
escalation could impair business sentiment in the wider
Middle East, including the GCC region, reduce growth
prospects, and impair GCC insurers’ investment
portfolios,” S&P said.

Moreover, the agency also stated that it expects the
Islamic insurance sector in the GCC region to expand
by about 15%-20% in 2024, with revenues exceeding
over $20 billion

S&P expects the Saudi market to be the main driver of
topline growth in the GCC region, which is mostly due
to Saudi Arabia, the region’s largest Islamic insurance
market, continuing to benefit from higher economic
growth.

Across 2022 — 2023, topline growth was particularly
strong, with the sector increasing by 20%-25%
annually, which was primarily driven by the market in
Saudi Arabia which expanded by about 27% in 2022
and another 23% in 2023.

Going of results for the first half of 2024, it is suggested
that net profits could wind up further improving thus
year, after GCC Islamic insurers reported record results
in 2023.

S&P explained that the aggregate net profit in the
sector improved to about $967 million in 2023, from
about $100 million in 2022, with this increase mainly
being driven by the Saudi market, whose underwriting
results improved and investment income increased to

202408/19 (s 254 Sded) %



about $690 million in 2023, from about $345 million
in 2022.

As well as this, the Saudi insurance market witnessed
a material increase in premium income from motor
lines, with underwriting results from 2023 benefiting
from rate adjustments in several lines and from Saudi
authorities’ decision to reduce the number of uninsured
vehicles.

S&P also added that apart from several positive outliers,
the agency’s credit ratings on GCC Islamic insurers
remained broadly stable over the past 18 months, and

Markets’ Reports

UAE listed insurance industry performance analysis —

2024

Profit before tax increased from AED 975 million in
H1 2023 to AED 1,044 million in H1 2024, reflecting
a 7% growth. Insurance results (Net Insurance Service
Results + Net Insurance Finance Income) grew from
AED 356 million in H1 2023 to AED 372 million in
H1 2024.

These results are quite unexpected, considering the
industry was impacted by significant claims during the
unprecedented rains in April 2024. The current figures
indicate that reinsurance companies have largely borne
these losses. However, insurance companies may face
higher reinsurance costs or need to book additional
premiums due to reinstatement or adjustment
premiums. On the bright side, we are seeing a gradual
increase in premium rates. It is hoped that these losses
will bring about pricing discipline within the industry,
encouraging companies that are not currently doing so
to adopt proper risk-based pricing for retail lines.

Investment income rose from AED 998 million in H1
2023 to AED 1,062 million in H1 2024, contributing to
the overall profitability increase.

Among the top five companies by profit, earnings
surged by 26% to AED 1,013 million (H1 2023: AED
805 million), while the remaining companies saw an
81% decline to AED 31 million (HI 2023: AED 170
million).
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that they do not expect any major rating actions to take
place over the next 6-12

months, due to the fact that most rated insurers are
sufficiently capitalsed.

“While we expect overall credit conditions for Islamic
insurers will remain stable over the next 6-12 months,
consolidation will likely remain a hot topic among
smaller and midsize players. About one-fifth of Islamic
insurers in Saudi Arabia and about one-third in the
United Arab Emirates merged in recent years, S&P
Global Ratings credit analyst Emir Mujkic, commented.

Source: Reinsurance News

First Half

Top 5
4,000

3,000

2,000
. I I . =
_ . -
SUKOON

Insurance Revenue H1 2023 M Insurance Revenue H1 2024

AED Millions

Others

B x
30% 8%

g 15% 33%
400 17%?1%7%9%4%
%“||ﬂﬂ“ﬂﬂlnn|““““““mnﬂ
: deidEn LD
F 0 ‘*;a"fdg")@‘\ ve*"g"ﬁﬁ" f@"’afp
sf

AED Millions

M Insurance Revenue H1 2023 i Insurance Revenue H1 2024

In the first half of 2024, insurance revenue increased
by 22%, reaching AED 17.4 billion, compared to AED
14.3 billion in the corresponding period of the previous
year. This growth is expected to continue, driven by
higher premium rates and a possible shift in consumer
mindset towards comprehensive coverage over third-
party liability (TPL) for motor insurance and an
increased preference for home insurance.

However, solvency standings among companies
are increasingly under pressure. Of the 25 firms that
disclosed their solvency, 6 do not meet the required
solvency criteria.

To download the complete report please click Here.
Source: BADRI
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H1 2024 Saudi Arabia insurance industry performance

Saudi’s insurance sector delivers solid earnings of SAR
2.2bn in H1 2024, an increase of 25.6% well-balanced
by an overall Net Combined Ratio of 95% and a
significant increase of 47% in investment income.

Gross Written Premium rose by 14% during the period
associated with a sharp increase of SAR 4.3bn in
Medical and P&S premium largely accounted for by
Bupa Arabia and Al Rajhi Takaful respectively. Property
and casualty lines as well grew by 13% led by Tawuniya
Insurance. Motor premiums however, declined by 4%
during the period amidst tough competition.

Such continued growth and sustained earnings over the
last 18 months has organically improved the solvency
margins and prospects of some insurers that reported
deficits at YE 2023, notably SALAMA Cooperative
Insurance Co. (108.1%) and MEDGULF Saudi Arabia
(73.4%). The latter also secured a rating upgrade with
a positive outlook in June 2024 in lieu of improved
profitability and diminishing solvency shortfall
following three consecutive downgrades by Moody’s
Ratings’s during 2022-2023.

Nevertheless, at least four insurers await regulatory
approvals to increase capital before 15 December 2024
by when the minimum capital for Saudi insurers will
be SAR 300mn. This includes United Cooperative
Assurance / UCA A (solvency margin of 61.3%
seeking to raise SAR 300mn), Allied Cooperative
Insurance Group (ACIG) (SAR 209mn), SALAMA
(SAR 100mn), Saudi Enaya Cooperative Insurance Co.
(SAR 150mn) and GULF GENERAL COOPERATIVE
INSURANCE CO. (SAR 300mn) following a recent

H1 2024 Oman listed insurance

industry performance

Underwriting performance of listed insurers weakens
by 8.2% points with 4 of 8 insurers reporting net
technical losses due to the series of rain events in the
first half of the year.

Liva Group, Oman’s leading insurer in particular has
been hit by substantial losses of OMR 23.8mn mainly
from its UAE operations that has eaten into group’s
results that would otherwise have been an after-tax
profit of OMR 7.8mn. Despite the losses, LIVA UAE’s
solvency ratio is reported to remain well above the
minimum requirements set by the regulator.

On the positive side, most insurers have seen y-o-y
growth in revenue averaging to 9.7% and those heavily
invested in low-risk securities have benefitted from the

H1 2024: KSA (25) Listed Insurance Companies
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capital reduction of SAR 200mn in May 2024 to reduce
accumulated losses.

The merger pipeline has also been recently revived
with the signing of two non-binding agreements in
the last two weeks to evaluate merger potential. This
includes Buruj Cooperative Insurance Company with
Medgulf (as survivor) and GULF GENERAL with
Gulf Union Al Ahlia (as survivor). For the latter, this
becomes the second merger evaluation in less than 12
months following the disapproval by the shareholders
of AlSagr Cooperative Insurance Co in August 2023
who instead opted to increase capital by SAR 160mn
that was successfully completed in July 2024.

The sector has also witnessed an increase in the
uptake of external ratings with four new assignments
in HI 2024 that include Arabian Shield Cooperative
Insurance Company, Wataniya Insurance Company
and GULF UNION ALAHLIA by Fitch Ratings and
GIG Saudi by S&P Global.

Source: Insurance Monitor

H1 2024: OMAN (8) Listed Insurance Companies
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OMRM 7mn OMR (9.7mn)

RTRROAT AFTERTAX

OMR 315mn 113%
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high-interest rate environment.

Stronger fiscal position has also resulted in a revision
to Oman’s BB+ rating outlook to Positive from Stable
by S&P Global in March 2024 with GDP growth for
2024-27 projected to exceed 2% as against ~1.6% in
2023.

Source: Insurance Monitor
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Avantages de I’assurance Takaful au Maroc — Chiffres 2022 et

2023

L’assurance Takaful, qui repose sur les principes de la finance islamique, présente plusieurs avantages au Maroc,
notamment en raison de la majorité musulmane de la population et de I’intérét croissant pour les produits conformes

a la charia. Entre 2022 et 2023,
Avantages de I’assurance Takaful

1. Conformité a la charia : Takaful est congu pour étre

2024/08/19
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en accord avec les principes islamiques, ce qui attire
les clients qui souhaitent éviter les produits d’assurance



[

GATHEINewsletten

ARAB RE

conventionnels considérés comme non conformes.

2. Partage des risques : Contrairement aux systémes
d’assurance traditionnels ou le risque est transféré a
I’assureur, Takaful repose surunmodéle demutualisation
des risques, ou les participants contribuent a un fonds
commun pour se protéger mutuellement.

3. Transparence et équité : Les opérations de Takaful sont
généralement plus transparentes, avec des mécanismes
clairs de gestion des fonds et de distribution des
bénéfices, ce qui renforce la confiance des participants.

4. Protection des actifs : Takaful offre une protection
des actifs des participants, en leur permettant de
bénéficier d’une couverture financiére en cas de
sinistre, tout en respectant les principes éthiques de la
finance islamique.

5. Flexibilité des produits : Bien que le catalogue de
produits soit encore limité au Maroc, Takaful offre
des options qui peuvent étre adaptées aux besoins
spécifiques des clients, notamment en matiére de
prévoyance et d’épargne.

6. Promotion de la solidarité : Le modéle Takaful

Arab Insurance TN

encourage la solidarit¢ entre les membres de la
communauté, renforcant ainsi les liens sociaux et la
responsabilité  collective.

Ainsi, ’assurance Takaful au Maroc constitue une
option attrayante pour les assurés qui recherchent des
solutions en accord avec leurs valeurs religieuses.
Avec I’expansion de ce secteur, il est probable que de
nouveaux produits et services voient le jour, offrant ainsi
une plus grande diversité de choix aux consommateurs
tout en respectant les principes de la finance islamique
dans les banques participatives agréées.

Chiffres clés du marché Takaful au Maroc en 2022 et
2023

En 2022, premiére année de démarrage de I’activité
Takaful au Maroc, le volume de primes émises s’est
¢levé a 11,8 millions de dirhams. En 2023, on a atteint
65,8 millions de dirhams, Takaful Vie et non-Vie. Le
bond entre les 2 années est exponentiel, soient 538%.
Le marché¢ est donc prometteur pour le Maroc, méme
si le CA ne représente que 0.115% du volume total de
primes encaissées du marché de 1’assurance au Maroc.

Source: 212 Assurances
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ARAB RE

QIC Group reports 11% growth in Net Profits in H1 2024

Qatar: Qatar Insurance Company (“QIC Group”,
“QIC”), the leading insurer in Qatar and the Middle
East and North Africa (MENA) region, has reported
a net profit of QAR 360 million for the first half of
2024, rising 11% from QAR 325 million over the same
period in 2023. Following a meeting of the Board of
Directors dated 14 August 2024, which was presided
over by Sheikh Hamad bin Faisal bin Thani Jasim Al
Thani, Chairman of QIC Group, the Board approved
the financial results.

Sheikh Hamad bin Faisal Al Thani, Chairman of QIC
Group, stated: “QIC’s excellent H1 financial results
reflect the strong momentum the company has built
in the first six months of 2024. The Group is focused
primarily on growing its presence in domestic and
regional markets — an approach which has been
bolstered by continued investment in its already best-
in-class digital services.”

Mr. Salem Al Mannai, Chief Executive Officer of
QIC Group, said: “In a very promising set of results
for H1 2024, the backbone of QIC’s robust financial
performance continues to be the company’s exceptional
operational efficiency, supplemented by a deliberate
shift towards increasing the proportion of premiums
generated in the MENA region. This is reflected in the
fact that the domestic and MENA GWP increased by
44% year-on-year to QAR 2.7 billion. As we move into
the second half of the year, QIC is proactively pursuing
further opportunities to create process efficiencies and

foster automation, while continuing to prioritise growth
in its profitable business lines in Qatar and the Middle
East.”

Mr. Mannai further added:“Looking beyond these
financial results, everyone at QIC can be tremendously
proud of what we have achieved in the first half of this
year. The company has once again won several respected
industry awards — including being named ‘Insurer of
The Year in Qatar’ at The MENA IR Awards for the
third year in a row and gaining widespread recognition
for its exceptional digital services. We have brought
together the leading experts in the region’s insurance
sector to analyse and explore one of its most significant
trends: the increasing prevalence and utility of AI. We
have also supported a number of extremely worthy
initiatives, from children’s early education in insurance
matters to grassroots and professional sporting events”.

To read more details, please click Here.

Source: Company’s Website
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AtlantaSanad: le chiffre d’affaires en hausse de 0,3% a fin juin

Morocco: Le chiffre d’affaires (CA) d’AtlantaSanad
s’est établi a 3,096 milliards de dirhams (MMDH) a fin
juin 2024, enregistrant une hausse de 0,3% par rapport
a la méme période de 1’année précédente.

Cette évolution résulte de 1’activité « vie », dont le CA
s’¢éleve a 669 millions de dirhams (MDH), en hausse de
10,3% (+62 MDH), en lien avec le développement de
la commercialisation des produits d’épargne, explique
AtlantaSanad dans un communiqué sur ses indicateurs
trimestriels.

Sur le segment « non-vie », le CA s’établit a 2,427
MMDH, en recul de 2,1% par rapport a juin 2023 (-52

MDH), indique la méme source, précisant que cette
baisse s’explique par le niveau important des affaires
nouvelles réalisées en 2023 en risques techniques.

Au terme du deuxieéme trimestre 2024 (T2 2024), la
compagnie AtlantaSanad a enregistré un CA de 1,133
MMDH, en baisse de 4,9% par rapport a la méme
période de ’année 2023.

Ainsi, le CA « vie » s’est établi a 330 MDH au T2 2024,
marquant une hausse de 17,1%, tandis que 1’activité «
non-vie » a atteint un CA de 803 MDH, en baisse de
11,8%, impactée par le niveau important des affaires

nouvelles réalisées en 2023 en risques techniques.
Source: Info Mediaire

Salama reports a 67% increase in net profit in H1 2024

UAE: Islamic Arab Insurance Company (DFM
listing: “Salama”), UAE’s largest Takaful solutions
provider, has reported a net profit of AED 20.53
million, compared to AED 12.26 million during the
same period in 2023. In line with the company’s
commitment to delivering core business profitability,
Takaful revenue was recorded at AED 528.58 million
— despite facing a challenging revenue environment,
while total assets rose to AED 3,701.08 million. The
statement of financial position remains stable with a
modest increase in total assets. Other operating income
increased to AED 20.68 million, a 277% increase

compared to same period of last year while foreign
currency adjustments were negatively impacted given
the depreciation of the Egyptian Pound.

Commenting on the H1 2024 financial results, Walter
Jopp, Chief Executive Officer at Salama, said: “As
we implement our strategy and focus on delivering
profitable growth, I am pleased with the progress we
have made by focusing on underwriting discipline and
supporting customer needs.”

To read full article, please click Here.

Source: Company's Website

Assurances Maghrebia: H1 2024 results

Tunisia: Assurances Maghrebia closed the first six
months of 2024 with a turnover of 154.435 million

TND (49 million USD), up by 7.59% over one year.
Incurred losses were up by 13.8% to 81.08 million
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https://salama.ae/salama-reports-a-67-increase-in-net-profit-in-h1-2024/

TND (25.7 million USD).

For the first half of 2024, financial income stood at
15.42 million TND (4.9 million USD), down by 11.3%
on the same period of 2023.

The Tunisian non-life insurer is expecting a turnover
0f 271.43 million TND (86.1 million USD) for the full
year 2024.

Source: Atlas Magazine
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Disclamer:
The opinions expressed in the articles doesn“t reflect GAIF positions;
the statistics are the sole responsibility of the articles authors
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